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Research on Threats to Digi

Abstract

Emerging technologies have furthered tle cause

human rights, empowering individuals, and hold
the growth in digital activities has led to an

This research focused on three digital threats ex

Firstly, restrictive legal and regulatory framew

associate human rights defenders with leftleani
terrorists and terrorist groups. Secondly. the bl

Society Organization (CSO) websites disrupted

cyber troops, both human and automated bots, un

This study aims to analyze and assess factors

willingness to address threats to human rights

Roundtable Discussions on the Impact of Em

Human Rights, as well as desk research from CS

state's capacity provided an insightful look at

state's willingness to address threals to digital
initiative, 2) analytical rigor, 3) mobilization of
continuity of effort.

Background and Introduction

Individuals or groups who promote. protect or s

and fundamental freedoms through peaceful m
perpetrators may interpret this term in a way

HRDs. The situation may be taken out of contex

being terrorists or criminal defenders, risking the

and attacks.2

The Intemational Covenant on Civil and Poli
Economic, Social, and Cultural Rights (IESCR),

Intemational Bill of Human Righs. This com

1 Declaration on Human Rights Defenders Special
https://www.ohch r. org/en/special-procedures/sr-hu
ers

'Alice M. Nah, Karen Bennett, Oanna lngleton,
Human Rights Defenders, Journal of Human Rights
40 1 420, https://doi. org/1 0. 1 093/jhuman/hut026

1

Rights of Human Rights Defenders

f human rights defenders by promoting and protecting

the govemment accountable for its actions. However,
in cybersecurity threats.

enced by human rights defenden in the Philippines.

use legal provisions to indiscriminately and arbitrarily
groups, both extreme and moderate, and supporting

king or banning of media outlels and official Civil
unication. Thirdly. information operations thal use

rly distort the shape ofpublic opinion.

lhat affect the Philippine govemment's capacity and

nders digital rights. It uses narrative accounts from the

Technologies conducted by the Commission on

reports on digital threats. An in-depth analysis of the

state's responses to the identified digital tfueats. The

ts was also assessed through the following: I ) locus of
support, 4) application of credible sanctions, and 5)

ve for the protection and realization of human rights

s are known as human rights defenders.' However.

t disqualifies these individuals and organizations as

and be pejorative against HRDs who are accused of
and security of HRDs to exposure. prosecution.

I Righrs (ICCPR), the Intemational Covenanr on

the Universal Declaration of Human Rights form the

ve list of inalienable human rights applies both

pporteur on Human Rights Defenders. (n.d.).
n-rightsdefenderydeclaration-human-rights-defend

Savage, A Research Agenda for the Protection of
Practice, Volume 5, lssue 3, November 20'13, Pages



online and omine. Given the significance of
uphold and respect human rights, while also

cybersecurity of online critical infrastructures, s

security. Due to the nature of their work, HRDs

conjunction with physical threats, often further
platforms to help with the work of HRDs, the

cybersecurity threats. These threats may

disinformation, and indiscriminate use of the I

marginalized HRDs, who suffer from intersect
grievance and appeals procedures in order to ensu

The UN General Assembly in 1998 marked the

Rights (UDtlR) by adopting the Declaration on

Organs of Society to Promote and Protect Un

Freedoms." often abbreviated to as "the Decl

brevity). The Declaration consolidates and

protection, and defense of human rights.3 Despi

considered a generally accepted principle ofint

The Declaration allows the human rights defen

Promote human rights in their countries gl

Defend human rights alongside others.

Form associations and non-govemmental

Meet or assemble peacefully;

Seek, obtain, receive, and hold informatio
Develop and discuss new human rights

Submit criticism and proposals to the au

informed about any threats to the realizati

Make complaints about o{Iicial policies

complaints reviewed;

9. Offer and provide professionally qualifi
defense of human rights;

10. Attend public hearings, proceedings, and

international human rights obligations;

I l. Communicate without any reslriction

organ ization s;

12. Benefit from an effective remedy;

I 3. Exercise the legitimate practice ofa human

14. Effectively combat human rights violations

3 Declaration on human rights defenders. (n.d.). UN
Retrieved June 6, 2024, from
https:/ i/ww.ohchr.org/en/special-procedures,/sr-hu
ers
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2

tal technolory, it possesses the ability and resources to
uarding those who defend them through slrenglhened

as sectors in health, telecommunications, and social

frequently threatened online, which is commonly in
ectrng their friends and families. With the use ofonline
growth in digital activities comes with an increase in

in the form of hamssment, doxing, red-tagging,

that is vague. Such attacks disproportionately impact
g forms of oppression. HRDs must have access to
recourse.

anniversary of the Universal Declaration of Human

e Right and Responsibility of Individuals, Groups, and

lly Recognized Human Rights and Fundamental

on on Human Rights Defenders (the Declaration for
a binding intemational law relevant to the promotion,

not having enforceable powers, the Declaration is

Iional law.

1o

ly;

relating to human rights;

and principles and advocate their acceptance;

ties for improving their functioning and keep them

ofhuman rights;

and acts relaling to human righr and have such

Iegal assistance or other advice and assistance in the

als to assess their compliance with national law and

th other non-govemmental and intergovemmental

ghts defendeCs profession ;

gh national law; and

ce of the High Commissioner for Human Rights

n-ri ghts{efenderydeclaration-human-rightsdefend



15. Solicit receive, and utilize resources to

It has also provided the duties ofthe State to:

L Protect, promote, and implement all hum

2. Ensure that all persons under itsjurisdict
freedoms:

3. Adopt such legislative, administrative,

rights and freedoms;

4. Provide an effective remedy for persons

violation;
5. Conduct prompt and impartial investigati

6. Take all necessary measures to ensure ev

retaliation, adverse discrimination, press

rights work;
7. Promote public understanding of civil. po

8. Ensure and support the creation and devel

institutions; and

9. Encourage and facilitate human rights ed

training- i

According to Articles 106. ll?,and lSsofthe Dec

rights, safeguarding democracy and institutions,

whose profession affects others' human rights.e

HRDs have faced threats both oflline and online

been a perennial problem for several years.

4 Declaration on human rights defenders. (1998). I

https://www. protecting-defenders.org
5 Declaration on human rights defendeIs. (1998). I

https:/,vwur.protectingdefendefs.org
8 "No one shall patlicipate, by act or by failure to
fundamental freedoms and no one shall be su
rcfusing to do so."
1 "Everyone has the ight, individua y and in
occupation or profession. Everyone who, as a
human ights and fundamental frcedoms of othel.s
with relevant national and intemational standards
8 "1. Everyone has duties towards and within the
of his or her personalry is possible.
2. lndividuals, groups, institutions and non-go
a responsibility in safeguarding democncy,
contibuting to the promotion and advancement of
3. lndividuals, groups, institutions and
rcsponsibility in contributing, as appropriate, to the
intemational otder in which the ights and fteedoms
Rights and other human ights instruments can be
s Declaralion on human rights defenders. (1998). ln
https://www. protecting-defenders.org

J

human rights. 4

rights;

can enjoy all human rights and fundamental

other steps to ensure effective implementation of

ho claim to have been victims ofa human rights

s ofalleged violations ofhuman rights;

one's protection against any violenc€, threats,

or other arbitrary action as a result oftheir human

tical, economic, social. and cultural rights;

of independent national human rights

ation at all levels of formal education and professional

on, everyone is responsible for promoting human

not violating others'human rights. especially those

increasing number of human rights violations has

UNITED NATIONS GENERAL ASSEMBLY

UNITED NATIONS GENERAL ASSEMBLY

where required, in vblating human ights and
to punishment or adverse action of any kind for

with otherc, to the lav'lful exercise of his or her
of his or her profession, can affect the human digniA,

respect those dghts and freedoms and comply
occupational and prcfessional conduct or ethics."

in which alone the frce and full development

ntal organizations have an impottant role to play and
human ights and fundamental freedoms and

mocratic societies, institutions and processes
al otganizations also have an impoftant role and a

of the right of everyone to a social and
t fofth in the Univercal Declaration of Human
realized.

UNITED NATIONS GENERAL ASSEMBLY



Human rights violations are state abuses of the

These are actions or inactions that the State is

derived from human rights standards.rr [n the

human rights.

Access to the intemet promotes connectivity,

fundamental rights, and freedoms. Dependence

increase as we use digital technologies more for
aware of the risks that come with relying on in
are the use of artificial intelligence and digital to
ri ghts. r'? Limited knowledge and understanding

the digital space-rl

The use of ICT has given HRDs the ability to em

as well as hold the govemment accountable to i
created more opportunities for online harassmenl

government imposing limitations on free speech,

forms of coercion. The use of digital platforms

critical. as more people are embracing digital
participate in political decisions.

The progress and development of emerging tec

development, implementation. and use cannot s

individuals to possible human rights violations.

advance and exercise human righs, they also

rights. Online surveillance, censorship, discrim

cybercrimes that target vulnerable people, es

cyberspace to be governed, as these online

suffer digital security threals. such as pressure

1o United Nations Glossary on Sexual Exploitation
https://hr un.org/sites/hr un.org/fileySEA%20G1
D%20-%20English,0.pdf

11 United Nations Glossary on Sexual Exploitation
https://hr. un.org/sileghr un.orglfileySEAo/"20G
D%20-olo20English_0. pdf

Security A Strategy Manual for Human Rights Defe

https://www. u n.org/en/contenVdigital-cooperation-

https://www. u n.org/en/contenUdigital-cooperation-
_EN.pdf

1'?\Mite House. (n.d.). A Declaration for the Future
https:/ ivww.whitehouse. gov^,vp-contenUuploady20
ch-Event-Signing-Version_Fl l'.lAL. pdf
13 Taclical Technology Colleclive, Center for Victims

4

rights protected under intemational human rights law.'o
ible for which fail to carry out legal obligations

of digitalization, digital rights are an extension of

democracy, the rule of law, and the enjoyment of
on reliable, open, free, and secure internet will only

mmunication, leaming, work, and leisure. Still. we are

on and communicalion technology, some ofwhich
ls to repress freedom of expression and violate human

digital technologies limits the perception of threats in

wer and encourage more people around shared causes.

tional human rights standards. However, it has also

surveillance for both tlRDs and citizens. such as the

assembly, and association in addition 10 conventional

made the safety and security ofthe online community

ls to enjoy their freedom of expression and right to

logies are faster than ever; existing laws on their
to keep up, creating protection gaps and exposing

le emerging technologies offer innovative ways to
ve lhe potential to infringe upon and suppress these

on, fraud, and identity theft are a few of the

lly human rights defenders.ro There is a need for
can lead to oflline abuses.'s Human rights defenders

the govemment through the laws and regulations that

d Abuse. (n.d.)

ryo/o2lo/o29loiBSecondo/o20Editiono/o2O-oh2O20 1 7 o/"5

Abuse. (n.d.).
o/o20o/o20o/o5BSecnnd0620Ed ition %20 -0/"2020 I 7 

o/o5

the lnternet. Retrieved May 29,2024, from
laration-for-the-Future-for-the-lnternet Laun

Torture, & Front Line Defenders. (2016). Holistic

14 United Nations Secretary-General's Roadmap for igital Cooperation. (n.d.)
dmap/

15 Report of the Secretary-General Roadmap for Dig I Cooperation. (2020)
ssets/pdf/Roadmap_for_Digital_Cooperation



interception of communications; and the gov

spread propaganda against HRDs. 16

An improved and human rights-based legal

privacy issues and guide the implementation of
Digital cooperation is a whole-of-nation
society organizations. and other stakeholden

other stakeholders for an efi'ective decision-maki

across its territory r8 goes hand in hard with the

rights change despite the pressure and chal

requirements of intemational human rights treati

Research Objectives

l. To examine the political, social, and

ability to tackle digital risks, taking into
To evaluate the political, social, and ec

readiness or reluctance to tackle digital t
3. To evaluate the perceived urgency of d

prioritizes and responds to these threals,

nature of cyberspace; and

4. To identiry gaps in the implementation o

digital tk€ats.

Methodologr

The study utilizes desk research ard narrative

conducted between August 2023 and February 20

the impacts of emerging technologies and human

and news reports for extant digital threats being

include those defined under SDG 16.10.1, such

unionists.

16 Asia Centre. (2023). Digital Security and Human
17 Report of the Secretary-General Roadmap for Di
https:/Air/ww. un.org/en/contenUdigitral-cooperation

_EN.pdf
18 External Actors, State-Building, and Service P
(n.d.). Governance: An lnternational Journey of Pol
https://doi.org/'l 0. 1'l 1 1/gove.'l 2605
rs Anaya-Mufroz, A. (2019). Bringing Wllingness

2

Compliance Deficit in Mexico. ln Human Rights Qu (Vol. 41, pp. 441464)

5

and take down online content; digital suveillance and
's tacit endorsements of information to influence and

ework and guidelines are necessary to address data

s that will secure the protection of personal data.

among govemment agencies, tlre private sector, civil
govemment agencies need to initiate engagement with
process. ''

vely implement and enforce rules and regulations

lc elements that impact the Philippine govemment's

t its currenl resources and competencies:

factors in the Philippines that influ€nce the state's

even with the necessary resources:

threats and investigate how the Philippine state

into account conllicting priorities and the dynamic

oun

tc

tal

ts gathered from three focused group discussions

by the Commission on Human Rights that look into

hts. The research also consulted various CSO reports

enced by Philippine Human Rights DefendeB that

human rights advocates, media personnel, and trade

hts Defenders Landscape
ital Cooperation. (2020)

ssets/pdf/Roadmap_for_Digital_Cooperation

on in Areas of Limited Statehood: lntroduclion
, Administration, and lnstitutions, 27(4)

allow government agencies to take control,

The capacity of the state to use its resources to

state's willingness and intent to pursue positive human

of goveming through the highly demanding

Philippine policies and programs aimed at addressing

in: State Capacities and the Human Rights



Definition of Terms

The following terms will be defined for the

Digital security threats refer to legal and non-le
advance human rights. 20

2023
2023

Restrictive lrgal and Regulatory Frameworks
and other pieces of legislation related to
authorities broad powers to restrict freedoms onli

Disruption of Communications refers 1o in

suspend intemet connectivity. 22

Information Operations refers to both human

opinion and disseminate pro-govemment sentimen

Theoretical Framework

The protection of Philippine Human Rights Defen

and willingness of the Philippine govemment.

much more nuanced analysis of the state's

framework that delves into variables such as capac

stale responses can be derived by looking at

bureaucratic capacity, and 3) infrastructural capaci

analytical rigor, 3) mobilization of support 4)
effort.

Discussion

Human rights defenden in the Philippines faced

restrictive legal and regulatory frameworks associ

Secondly, disruption of communications, wherein

blocked or banned, 'l'hirdly, information operatio

20 Asia Cenke. (2023)
21 Asia Centre
22 Asia Centre
'?3 Asia Centre

responses. Furthermore, the paper will examine the

threats against Philippine human rights defenders,

2023

D
D
D
D

6

of this study:

toolkits that threaten HRDS as thev work online to

ers to laws that include provisions in criminal codes

ation, insults, or blasphemy and grant govemment

ce with online communications to limit, decelerate, or

ratives and automated bots that aim to shape public
cyber troops2r

is largely impinged by the existing state capacity

er, unpacking those digital threats necessitates a

ses. To achieve this goal, the research will use a

and willingness. An incisive look into the nature of
of state capacity such as l) coercive capacity, 2)

can provide an incisive look into the nature ofstate
state's willingness to respond to the identified digital
ocuslng on five key areas: l) locus of initiative. 2)
ication of credible sanctions, and 5) continuity of

digital threats. according to the research. Firstly,
human rights defenders with leftJeaning groups

ia outlets and other official CSO websites were

employ cyber warriors, including both human and

automated bots, to purposefully sway public opinion

igital Security and Human R
igital Security and Human R
igital Security and Human
igital Security and Human

Defenders Landscape
Defenders Landscape
Defenders Landscape
Defenders Landscape



For the govemrnent's willingness to address

state must have the initiative to pursue reform.
problem, identifu and mobilize stakeholders who

and sanctions to influence the behavior of actors.

appropriate resources for a long-term goal. 2a

Reslriclive Legal and Regulatorl- Frameworks

ln June 2020, Rappler CEO Maria Ressa, to

was sentenced by the Manila Regional Trial C
prison for charges filed by businessman William
cyber libel conviction of Ressa and Santos; they

of 2012 beyond a reasonable doubt. They were

the ofense. The case is rooted in an investigative

Chief Justice Renato Corona used a sports utility
links to illegal drugs and human trafficking. The

them to pay a total of PHP 400,00 to the complai

revoked the news organization Rapplerrs operating

breach of foreign ownership and restrictions.z5

The Cybercrime Prevention Act of 2012, or
providing for the prevention, investigation, su

purposes. Section 5 of this Act defires cyber libel
in Article 355 ol the Revised Penal Code, as

other similar means which may be devised in the

Neighboring Asian countries also employ other

Act (CCA) restricts free speech and enforces s

issue orders to intemet service provideB to
introduced in 2007. adopted by the j unta-appointed

in 2017. 21 Mongolia enacted the Law on Protecti

This limits government criticism by banning

2' Anaya-Mufioz, A. (20'19). Bringing Wllingness
Compliance Deficit in Mexico. ln Human Rights Qua

25 Regan, H., & \ bng, P. (2022\. Philippines orders
says. ln CNN Business. Retrieved June 11,2024,
https:/ledition.cn n. coml2022l06 l28l mediah app
Philippines%20orders%20news7o20site%20Rap
%20Ressa%20says&text=Nobel%20P eaeo/oz
oolo20shut%20down.
6 Cybercrime Prevention Act of 2012, Republic Act
https://lawphil. net/statutes/repacts/ra20 12ha _1 01 7 5

'?7 
Asia Centre & Engage Media. (2022). Thailand Co

Online Critics. Retrieved June 11,2024,ircm
https://asiacentre.org/wp-contenUuploadVThai
ng-Online-Critics. pdf

7

to the digital rights of human rights defenders, the

an in-depth and comprehensive analysis ofthe
provide support in pursuing a reform, apply rewards

force individual criminal accountability, and allocate

with former Rappler researcher Reynaldo Santos Jr.
to six (6) monthsandone(l)daytosix (6)years in

eng. ln luly 2022, the Court of Appeals confirmed the

guilty of violating the Cybercrime Prevention Act
first joumalists in the Philippines to be convicted of
icle from May 2012, alleging that former Philippine

ehicle owned by Keng, who was suspected ofhaving
urt allowed Ressa and Santos to post bail and ordered

Keng. The Securities and Exchange Commission
license a few weeks before the CA's decision, citing a

blic Act No. 10175, is an act defining cybercrime,

sion, and imposition of penalties, and for other
as the "unlawful or prohibited acls oflibel as defined

committed rhrough a computer system or any

ctive frameworks. ln Thailand, the Computer Crime

llance and censorship. Under the Act, authorities can

undesirable websites and content. The CCA was

ational Legislative Assembly in 2016, and amended

g Human Rights on Social Media in February 2023.

from posting information about any public official

in: State Capacities and the Human Rights
(Vo|.41, pp. 44146/.\

site Rappler to shut down, founder Maria Ressa

hilippines-ressa-intl-hnUindex. html#: -:text=
0too/o20s h ut%20dow no/o?Co/o7lf ou n de r 

o/o20 
M ar ia

laureateo/o20and,organization%20Ra pplefkzot

10'175. (July 25, 2011) (Philippines),
012.html
puler Act, Restricting Digital Rights, Silencing

uter-Crime-Act_Restricting-Digital-Rights-Sllenci



without express government consent and by ins
in shutting down the intemet.?8 In Nepal, the El
against online financial scams; howevet its

morality or decent behavior" have allowed the

The Philippine govemment's ability to address

frameworks is assessed based on its coercive. b

The slate capacity is dehned as "the monopol

successfully make, implement, and enforce rul
teritory" and "the ability of the state to

control its national territory."30 Focusing too much

of treaty commitment into practice. 'Ihe

where there are actual limitations on the capacity o

Coercive capacity refers to the fact that when a
rights violations using said resources. When a

accountable for its treaty violations. The non-co

ineffectiveness, as they allow violations ofhuman
a high military presence, and confidential funds for
rather than instruments of security. Despite the avai

refrain from violating their citizens'human rights.

violate the human righa of its citizens is it compli

The Republic Act No. 1t479, or the Anti-Terrori
penalize terrorism. In this Ac1 any individual, gro

and/or identified as a terrorist, one who finances

by law. Instead, for this act to serve as a guide in i
has been the backbone of red-tagging and li
left-leaning groups. This has raised concems

surveillance. rl

a Smalley, S. (2023, January 27). Mongolia moves
media. Poynler
https://wwwpoynter.org.ffact-checking 12023 I mongol
a'Authorities in Nepal using Electronic Transaction
My Republica.
https://myrepublica. nagariknetwork. com/newdaut
-f reedom-of-expression/
s Anaya-Muf,oz, A. (2019). Bringing Wllingness
Compliance Oeficit in Mexico. ln Human Rights Qua
31 Chayes, Abram, and Antonia Handler Chayes. 1

175-205.
32 Cole, W (2015). Mind the Gap: State Capacity an
lnternational Organization, 69, 4ow1.
s Romero, C. & Freedom House. (2014). \Mat
Defenders in a Digital World.

o

ng any information shared online, which may result
c Transactions Act of 2006 was originally enacted

provisions such as "may be contrary to the public
on of individuals, including joumalists.':e

digital threat posed by restrictive legal and regulatory
c, and structural capacity.

over the legitimate use of force and the ability to
and regulations across all policy arenas within its

enact and enforce binding rules and to effectively
n the willingness ofthe state overlooks the translation
liance may also be caused by a structural problem,

the state to carry out its undertakings.rr

te is given resources, it can engage in gross human

untry enteN into a treaty. the state is to be held

liance of the state may be the result of the treaties'
ghts. An unregulated import ofguns and ammunition,

rity purposes could be used as tools for repression

lity of such tools and resources, some govemments

ly when a state does not use its coercive capacity to
with human righs treaties.r2

m Act of 2020, is an act to prevent prohibit, and

of persons, organization, or association designated

, or a terrorist organization shall be punishable

fying threats within or outside the Philippines. it
the names of human righs defenden to various

ut the actual intentions of the govemment's mass

seize power to shut down internet, control social

aw-protectin g-h uman-rights-sh ut-down-i nterneU
to stifle freedom of expression.' (2022, March 30)

in-nepal-usin g-electronic{ransaction-act-to-stifl e

in: State Capacities and the Human Righls
(Vol. 41, pp. 441464).

On Compliance. lnternataonal Oryanizalion 47 (21

the lmplementation of Human Rights Treaties.

The Quest to Protect Journalists and Human Rights



Bureaucratic Capacity is the State's ability to i

Republic Act No. 11293 or the Philippine In
innovation as a vital component of national deve

innovation at the center of the State's developm

that will take into consideration the key advan

and global economic arena. 15

The Philippine Innovation Act has further
(NlC). The NIC will lead the whole-of-gov
elimination of fragmentation in the nation's in
dctermining the direction of the nation's in

through the creation of the National lnnovation A
Economic and Development Authority (NEDA),
Technology (DOST) and the Deparment of
Innovation Act's lmplementing Rules and Regul
govemment, and the private sector on how to
these AI technologies requires understanding the
procedures. The national economy will be more co

the use ofthese algorithms and the minimal partici

productivity of local industries will increase. 16

The establishment of the Philippine National Po

improve the PNP's proficiency in combating cy
ICT businesses, foreign law enforcement organi

cybercrime section under the Criminal Investigati

established on February 27, 2013, as a National
the PNP's anti-cybercrime campaign and implem

The Data Privacy Act of 2012 mandated the N
monitor. and ensure adherence to intemational da

global network of privacy agencies via the N
information as a tool for promoting innovation

individuals have a basic right to privacy.r8

s Cole, W (2015). Mind the Gap: State Capacity and
lnternational Organization, 69, 405-441.
s The Philippine lnnovation Act, Republic Act No. 11

https://neda. gov. phA^,p-contenUuploads/20 1 9/ l 2/RA-
s The Philippine lnnovation Act. (2020, February 19)
https://neda. gov ph/the-philippine-innovation-acV
37 PNP ACG. (n.d.). Our History. Anti-Cybercrime G
2024, f rcm https://acg. pnp. gov. ph/our-history/
s About National Privacy Commission. (n.d.). Nation
f rom https://privacy. gov ph/about-national-privacy

Privacy Commission. Retrieved June 13,2024,
mission/

I
lement human rights treaty-based obligations.ra The

on Act declares the policy of the State to fosler

ent and sustainable economic gowth. This places

policies, guided by a clear and long-term set ofgoals
of the country and the opportunities in the regional

led the creation ol the National Innovation Council

approach in coordinating and collaborating on the
ve govemance. The NIC is also responsible for

on objectives, goals, and long-term national plans

da and Strategy Document (NIASD). l'he National
n coordination with the Department of Science and

and Industry (DTl), has prepared the Philippine

ons (lRR). It was created to guide stakeholders, the

AI technology and create AI economies. Employing
al impact of algorithms on business models and

p€titive, and residents will be positively impacted by

on ofhumans in decision-making. Additionally, the

ice Anti-Cybercrime Group (PNP ACG) aimed to
It held consultations with academic institulions.

ons, and other relevant players to cr€ate a reliable

and Detection Group (CIDC). The PNP ACG was

onal Support Unit. Its duties include promoting

Philippine cybercrime laws.37

nal Privacy Commission to administer, implement,
protection stardards. The Philippines has joined a

. These authorities value the open exchange of
and development while also acknowledging that

the lmplementation of Human Rights Treaties.

93 (April 17, 2019) (Philippines),
1 293-or-the-Philippine-l nnovalion-Act. pdf
neda.gov.ph. Retrieved June 2, 2024, kom
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The Department of lnformation and Communica

Act No. 10844, was signed into law on May 23
policy-making, organizing coordinating, imple

developing, and advancing the national agenda

following ICT initiatives based on the current
Plan to expedite the installation of fiber optic cab
providing free Wi-Fi access in a few public I

govemment hospitals, train stations, airports, and

The approval of Republic Act 10175, also known
way for the sstablishment ofthe Cybercrime In
an attached agency of the DICT, handles all cy
National Cybersecurity PIan, the establishment o
(CERT), and the assistance of other countries in

transferred to the Department. e

lnfrastructure capacity is the state's ability to
organizational center into peripheral areas. Despite

rights and commit to human rights treaties, lacki

from abuses perpetrated by third parties.ar

There are regions in a State that lack legal framew

to enforce laws and judgments. Territories and re

sovereignty. Human rights violations occur in
due to a lack of capacity, whereas they occur

willingness and capacity.a2

D istu ptio n of Co mmu nicat ion

One of the highly experienced digital threats

communication. Several media outlets and legal

Intemet and other communication system shutdo
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The National Telecommunications Commission

independent media groups tagged as "Communi
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ons Technology Act of2015, also known as Republic
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or ICT development. The DICT has prioritized the
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and wireless technologies to increase intemet speed;

ns, such as parks. plazas, public libraries, schools,

; and creating a National ICT Portal.se

as the Cybercrime Prevention Act of 2012, paved the

gation and Coordinating Center (CICC). The CICC,

ty-related tasks, including the creation of the

the National Computer Emergency Response Team

hanging intelli gence on cybersecurity-related issues

tor compliance with its treaty obligations from the
govemment's sincere willingness to protect human

infrastructure capacity may not protect individuals

a

for using force, making it diffcult for authorities

have the power to limit the laxity of domestic
of limited statehood under a democratic government

an authoritarian govemment due to a lack of

by human rights defenders is disruption of
SO websites were forced or ordered to shut down.

are often disguised as a means of maintaining law

ofthe press and expression.

TC) has blocked the access of Filipinos to some

st- st Groups" at the behest of National Security
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ation and Communications Technology. Retraeved
lic-act-no-10844/
ICC). (n.d.). Department of lnformation and
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the NTC a list of websites "aililiared ro and

The list includes Bulatlal Pinoy Weekly, Amih
of legal organizations. and even the New York-
not affiliated with the CPP.ar Esperon referred

Communist Party of the Philippines (CPP), the
Front (NDF) as terrorists, thus justifoing the bl
these resolutions do not mention any of the web

does not give the NTC authority to censor we
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blatant attack on freedom ofexpression and press
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country. assuming control over intemet
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