N RFQ 2026-08-091

REQUEST FOR QUOTATION
2026-08-091

August 25, 2026
Sir / Madam:
Greetings from the Commission on Human Rights!

The Commission on Human Rights (CHR), through the General Administration Office —
Management Information Services Division (GAO-MISD), intends to apply the sum of Two Million
Pesos (PhP2,000,000.00) as an Approved Budget for the Contract (ABC) for Provision of System
Maintenance, Technical Support, System Enhancement and Vulnerability Assessment and
Penetration Testing (VAPT) Remediation Services for the Places of Deprivation of Liberty Visitation
Information System (PVIS) of the CHR through Section 34 Small Value Procurement of the Revised
Implementing Rules and Regulations (IRR) of the Republic Act (RA) No. 12009.

The technical specifications are as follows:

UNIT ITEMS / DESCRIPTION
Scope of Services
The service provide shall provide one (1) year technical support, maintenance,
VAPT remediation services, and system enhancement services for the PVIS,
including but not limited to:

A. System Assessment and Familiarization

B. Technical Support and Maintenance Service

C. Vulnerability Assessment and Penetration Testing (VAPT) Remediation

Services
D. System Enhancement and Improvement Services
E. Testing, Deployment, and Ongoing Support Activities

1 Lot
Contract Duration

The project’s duration is twelve (12) months from the receipt of the
Notice to Proceed (NTP).

Company Qualifications / Requirements

1. PhilGEPS Registered

2. Valid Business / Mayor’s Permit

3. SEC Certificate of Registration

4. Must have a National Privacy Commission (NPC) Registration and Data
Privacy Officer with proof of certification

5. List & Proof of at least 3 completed similar contracts with the
government and/or private entities within the last 3 years
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NOTE:
Please refer to the attached Terms of Reference (TOR) for the complete details
of the following:

e Scope of Works;

e Technical Requirements;

e Expected Deliverables/ Outputs;

e Service Level and Response Time;
e Proposed Terms of Payment;

e Warranty and Support;

e Acceptance Criteria; and

e Confidentiality and Privacy of Data

If interested, you may submit your duly signed quotation subject to the attached Terms and
Conditions on or before 10:00am, September 01, 2026 through e-mail address
procurement@chr.gov.ph. For any clarification, you may contact us at mobile phone number 0917-
8571607.

The CHR reserves the right to reject any and all quotations/bids, to annul the procurement
process, declare a failure of bidding, to reject all quotations/bids at any time prior to contract award,
or not to award the contract, without thereby incurring any liability to the affected bidder/s, and to
accept only the offer that is most advantageous to the Government pursuant to Sec. 70 of the IRR of
RA 12009.

Truly yours,

e .'
aw
GEMMA F. PAROJINO
Chaifperson - A{
Bids and Awards Committee
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CHR Procurement through: MP-SVP
TERMS & CONDITIONS:

1. Interested bidder/s are required to use the attached prescribed format of Quotation
which may be printed in the company letterhead;

2. Quotation shall be submitted together with a copy of the following documentary
requirements on or before the scheduled deadline of submission as stated in the RFQ.
Late submission shall not be accepted:

a. 2026 Business / Mayor’s Permit
b. PhilGEPS Registration
c. Income / Business Tax Return

The winning bidder will also be required to submit the Omnibus Sworn Statement.

3. The Approved Budget for the Contract (ABC) is the ceiling price. Quotation/s exceeding the
ABC shall be disqualified pursuant to Section 60.1 of the IRR of R.A 12009;

4. Failure to comply with any of the technical specifications / requirements will disqualify the
quotation;

5. Price quotations shall be in Philippine currency, inclusive of all government taxes, duties and
levies;

6. Price validity period shall be minimum of Sixty (60) days from the date of bid submission;

7. Winning bidder will be determined to have submitted the Lowest Calculated Responsive
Bid (LCRB). In case of tie, the CHR shall apply the tie-breaking method of “toss a coin”
through online coin flipper;

8. Payment shall be made through Land Bank of the Philippines’ LDDAP-ADA / Bank Transfer
facility within fifteen (15) calendar days after the complete delivery and submission of the
required documents. For other banking institution, corresponding bank transfer fee shall
be charged against the creditor’s account.

& OU/L ATZ
GEM AF. ROJIN}S
dhaifperson “(

Bids and Awards Committee
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QUOTATION

PROCUREMENT : PROVISION OF SYSTEM MAINTENANCE, TECHNICAL SUPPORT, SYSTEM
ENHANCEMENT AND VULNERABILITY ASSESSMENT AND PENETRATION
TESTING (VAPT) REMEDIATION SERVICES FOR THE PLACES OF DEPRIVATION
OF LIBERTY VISITATION INFORMATION SYSTEM (PVIS) OF THE CHR

RFQ NO. : 2026-08-091

Date:

THE BIDS AND AWARDS COMMITTEE
c/o Procurement Division
Commission on Human Rights
Diliman, Quezon City

Sir/Madam:
This is to submit our quotation for the subject procurement with a total bid price of

Pesos (Php )
inclusive of all existing and appropriate government taxes and charges:

Please indicate your Specifications as per
Minimum Technical Specifications requirement
(MANDATORY FIELD)

Scope of Services

The service provide shall provide one (1) year
technical support, maintenance, VAPT remediation
services, and system enhancement services for the
PVIS, including but not limited to:

A. System Assessment and Familiarization [1 Comply

B. Technical Support and Maintenance Service [J Not Comply

C. Vulnerability Assessment and Penetration
Testing (VAPT) Remediation Services

D. System Enhancement and Improvement
Services

E. Testing, Deployment, and Ongoing Support
Activities

Contract Duration
The project’s duration is twelve (12) months from [] Comply
the receipt of the Notice to Proceed (NTP). ] Not Comply
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Company Qualifications / Requirements

1. PhilGEPS Registered

2. Valid Business / Mayor’s Permit

3. SEC Certificate of Registration

4. Must have a National Privacy Commission
(NPC) Registration and Data Privacy Officer
with proof of certification

5. List & Proof of at least 3 completed similar
contracts with the government and/or
private entities within the last 3 years

(] Comply
L] Not Comply

As to the detailed Terms of Reference (TOR):

o Item lll: Scope of Works;

e |tem IV: Technical Requirements;

e Item V: Expected Deliverables/ Outputs;

e |tem VII: Service Level and Response Time; L] Comply

e |tem VIII: Proposed Terms of Payment; L] Not Comply

e Item IX: Warranty and Support;

e |tem X: Acceptance Criteria; and

e [|tem XI: Confidentiality and Privacy of
Data

FINANCIAL OFFER:

Quantity / Items Unit Price Total Price

PROVISION OF SYSTEM MAINTENANCE,
TECHNICAL SUPPORT, SYSTEM ENHANCEMENT
AND VULNERABILITY ASSESSMENT AND
PENETRATION TESTING (VAPT) REMEDIATION
SERVICES FOR THE PLACES OF DEPRIVATION OF
LIBERTY VISITATION INFORMATION SYSTEM (PVIS)
OF THE CHR

Inclusive of Tax

TOTAL OFFERED QUOTATION:

In Words (inclusive of tax): In Figures (inclusive of tax):

| hereby certify that this quotation is true and correct, and | accept the rights of the Commission on
Human Rights, as the Procuring Entity, under Section 70 of Implementing Rules and Regulations (IRR)
of Republic Act (RA) No. 12009.
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| further certify that our company is not blacklisted or not allowed to participate in the bidding of all
government projects.

Truly yours,

Bidder (Company Name)
Address

Authorized
Designation/Position
Telephone No./Mobile No
Email Address

PhilGEPS Registration No
Tax Identification No. (TIN)
Signature




TERMS OF REFERENCE

System Maintenance, Technical Support, System

Procurement Enhancement, and Vulnerability Assessment and
Project Penetration Testing (VAPT) Remediation Services for the

Places of Deprivation of Liberty Visitation Information
System (PVIS) of the Commission on Human Rights

Approved Budget  Two Million Pesos Only
for the Contract (Php 2.000,000.00) - Inclusive of Applicable Tax
(ABC)

BACKGROUND

The Commission on Human Rights (CHR) continuously utilizes the Places of
Deprivation of Liberty Visitation Information System (PVIS) in support of
monitoring, documentation, reporting, and operational activities related
to visitation and inspection functions.

To strengthen the security and reliability of the system, PVIS previously
underwent a Vulnerability Assessment and Penetration Testing (VAPT),
which identified findings and recommendations requiring remediation. In
addition, several system enhancements and improvements have been
identified through continuous system ufilization, user feedback, and
operational requirements to further improve system functionality,
workflows, and reporting processes.

To ensure continuous system operations, maintain system security, improve
operational efficiency, and implement the necessary remediation
measures and system enhancements, the Commission requires technical
support, maintenance services, remediation of identified VAPT findings.
and implementation of approved system improvements for PVIS.

The procurement of technical support, remediation, maintenance, and
enhancement services is necessary to:

*maintain operational reliability and system availability;



* address identified security vulnerabilities and implement recommended
remediation measures;

* implement identified system enhancements and improvements;

* ensure continued technical assistance and maintenance support;

* support evolving operational and reporting requirements of the
Commission; and

* sustain the functionality, accessibility, reliability, security, and operational
continuity of PVIS,

OBJECTIVES
The project aims to:

1. Provide one (1) year technical support and maintenance services for
PVIS;

2. Implement remediation measures for identified system vulnerabilities
and security findings;

3. Enhance and improve existing PVIS modules, functionalities, workflows,
and system processes;

4. Ensure system reliability, stability, security, and operational continuity;

5. Provide technical assistance, corrective maintenance, deployment
support, and froubleshooting services throughout the contract
duration; and

6. Facilitate system assessment, familiarization, and operational continuity
activities necessary for effective implementation of support,
remediation, and enhancement services.

SCOPE OF SERVICES

The service provider shall provide one (1) year technical support,
maintenance, VAPT remediation services, and system enhancement
services for the PVIS, including but not limited to the following:

A. SYSTEM ASSESSMENT AND FAMILIARIZATION

The service provider shall conduct initial assessment and familiarization
activities necessary to understand the existing operational environment,
workflows, and technical requirements of PVIS, including but not limited
to:

1. Review and assessment of the current system environment,
operational setup, and existing functionalities:

2. Review and assessment of VAPT findings, observations,
recommendations, and related security reports issued by authorized
govemment agencies or accredited assessing bodies;

3. Review of available system documentation, technical references,

1 Mainte ince, Technical Support, System Enbanceme and VAPT Remediat services for the PYIS H
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workflows, and operational requirements;

Conduct of coordination meetings, technical discussions, and
system walkthrough activities with Subject Matter Expert (SME)/End
user/ Process Owner of the Commission;

Identification of implementation considerations, operational
concerns, dependencies, and technical observations relevant to
support, remediation, and enhancement activities:

Review and assessment of VAPT results.

Submission of an initial work and implementation plan for the whole
project; and

Review of items for enhancement.

B. TECHNICAL SUPPORT AND MAINTENANCE SERVICES

The service provider shall provide continuous technical support and
maintenance services necessary to ensure the reliability, accessibility,
functionality, and operational continuity of PVIS during the contract
period, including but not limited to:

¥

2.

Provision of corrective and preventive maintenance services for the
system;

Resolution of system errors, bugs, technical issues, and operational
concerns affecting system functionality;

Application of minor software updates, security patches,
configuration adjustments, and necessary system fixes:

Monitoring and maintenance of system operations, availability,
accessibility, and overall functionality to ensure continuous and
reliable use of the system;

Provision of technical support services through remote, online,
email, or other appropriate communication and support channels;
Provision of technical assistance and coordination during official
working hours of the Commission;

Implementation of corrective actions, fixes, and resolutions within
agreed timelines as indicated in the initial work and implementation
plan based on the severity and operational impact of reported
issues;

Assistance in froubleshooting, issue investigation, system validation,
and deployment of approved fixes or updates: and

Other reasonable technical support, corrective and preventive
maintenance services necessary to sustain  the operational
requirements of the Commission during the contract period,




C. VULNERABILITY ASSESSMENT AND PENETRATION TESTING (VAPT)
REMEDIATION SERVICES

The service provider shall provide remediation services for identified
system vulnerabilities and security findings, including but not limited to the
following:

1. Implementation of corrective actions, remediation measures,
security fixes, patches, and system adjustments necessary to
address idenfified vulnerabilities and security risks;

2. Conduct of testing, validation, and verification activities to ensure
that implemented remediation measures function properly and do
not adversely affect existing system operations;

3. Provision of technical assistance and coordination during security
validation and related compliance activities, when necessary;

4. Submission of remediation-related documentation, reports, or status
updates, as required by the Commission; and

5. Other related remediation activities necessary fo improve and
strengthen the security posture of the system.

D. SYSTEM ENHANCEMENT AND IMPROVEMENT SERVICES

The service provider shall undertake the system enhancement and
improvement activities listed in the “ltems for Enhancement.” as well as
any additional items identified by the SME, end user, or process owner.
These activities must be necessary to support operational requirements,
improve existing functionalities, and enhance overall system efficiency
and usability, including but not limited to the following:

1. Enhancement, modification, improvement, or refinement of existing
system modules, features, workflows, and processes:

2. Development or enhancement of forms, monitoring tools, tracking
mechanisms, scheduling functions, notification features, and
reporting capabilities;

3. Improvement of system-generated reports, dashboards, data
management processes, and operational monitoring functions;

4. Enhancement of user interface, accessibility, usability, and overall
user experience of the system;

3. Optimization of system performance, processing efficiency, and
operational reliability;

6. Enhancement or adjustment of system processes, business rules,
validations, and operational requirements based on approved user
requirements of the Commission:

/7. Conduct of testing, validation, deployment, and implementation
support for approved enhancements and improvements:

8. Provision of technical documentation, user guidance, or related



V.

implementation support, when necessary; and

Other related system improvements, modifications, or
enhancement activities necessary to support the operational and
functional requirements of the Commission, subject to review and
approval by the authorized representatives of the Commission.

E. TESTING, DEPLOYMENT, AND ONGOING SUPPORT ACTIVITIES

The service provider shall provide deployment assistance, testing support,
implementation coordination, and operational support activities
necessary to ensure proper implementation of approved fixes,
remediation measures, and system enhancements.

TECHNICAL REQUIREMENTS

The prospective bidder/service provider must meet the following
technical requirements:

1.

Must be legally engaged in software development, systems
implementation, application support, maintenance services,
cybersecurity services, or other related information technology
services, as evidenced by its valid business registration and other
applicable legal documents.

Must have experience in the development, enhancement,
maintenance, implementation, or support of information systems or
similar ICT-related projects, as evidenced by completed and/or
ongoing contracts, purchase orders, notices of award, cerfificates
of completion, certificates of acceptance, or other equivalent
supporting documents.

Must possess the technical capability, qualified personnel, and
operational resources necessary to undertake and sustain the
required services throughout the contract period, as evidenced by
its company profile, organizational structure, and the curriculum
vitae or qualifications of the proposed key technical personnel.
Must demonstrate the capability to provide system maintenance,
technical support, troubleshooting, system enhancement,
vulnerability remediation, and other related services for web-based
or database-driven information systems, through its technical
proposal, methodology, support processes, or other relevant
documentation.

Must ensure that all system fixes, enhancements, and remediation
activities are compatible with the Commission's existing PVIS
environment, architecture, and operational requirements, and shall
submit a written commitment to maintain such compatibility
throughout the implementation of the project.

Tect i Support. System Enhancemen). and VAPT Remediation Services for the BVI E



6. Must demonstrate compliance with applicable government
standards, cybersecurity best practices, confidentiality obligations,
and data protection requirements relevant to the implementation
of the project, through a signed undertaking or equivalent
certification.

7. Must provide qudlified technical personnel who will serve as the
primary point(s) of coordination with the authorized representatives
of the Commission during project implementation, maintenance,
technical support, and related activities, as evidenced by the
submission of the proposed project team and their respective
qualifications.

8. May be required, during the post-qualification process or technical
evaluation, to present or demonstrate its technical capability,
project methodology, support processes, relevant project
experience, or proposed solution, when deemed necessary by the
Commission for the purpose of validating the bidder's technical
competence and compliance with the requirements of the project.

V. EXPECTED DELIVERABLES/OUTPUTS

Deliverable Description

Initial assessment of current system environment,

System Assessment | technical observations, implementation
/ Familiarization considerations, and work approach.
Report

Allunder lll. A

Detailed implementation approach, support
procedures, timelines, coordination process, and
service management plan for the project

Inception/Work
Plan

Provision of technical support, issue resolution,
maintenance activities, troubleshooting assistance,
and implementation of approved fixes during the
contract period

Technical Support
and Maintenance
Services

Documentation of identified vulnerabilities,
corrective actions undertaken, remediation status,
and validation activities performed

VAPT Remediation
Report
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Approved  system  enhancements, feature
Sysiem improvements,  workflow  adjustments,  fixes,
gnur;gziement modifications, and related implementation outputs

requested and approved by the Commission
Testing and Results of system testing, validation activities, issue
Validation verification, and User Acceptance Testing (UAT),
Documentation whenever required by the Commission

Deployment and
Implementation
Support

Deployment, implementation, and operational
support for approved fixes, remediation measures,
updates, and system enhancements

Progress and
Status Reports

Periodic reports containing completed activities,
ongoing tasks, resolved issues, pending concerns,
and implementation updates during the contract

Report

period

Consolidated report summarizing all support
Final services, remediation activities, system
Accomplishment | enhancements, issues resolved, and project

accomplishments completed during the contract
period

CONTRACT DURATION

The project's duration is twelve (12) months from the receipt of the
Notice to Proceed (NTP).

SERVICE LEVEL AND RESPONSE TIME

1. The service provider shall acknowledge reported issues, incidents, or
support requests within the response timelines agreed upon by the
Commission and the service provider;

2. Critical system issues affecting system operations, accessibility, security,
or major functionalities shall be prioritized for urgent assessment,
troubleshooting, and cormrective action:

3. Minor issues, enhancement requests, and non-critical concerns shall be
addressed based on approved implementation schedules,
pricritization, and operational requirements of the Commission;

4. The service provider shall provide regular updates or status information
on ongoing issues, remediation activities, and enhancement requests,
when necessary; and

5. All support, maintenance, remediation, deployment, and
enhancement activities shall be properly coordinated with the
authorized representatives of the Commission.



Vil

PROPOSED TERMS OF PAYMENT

Payment shall be based on completed and accepted deliverables,
services rendered, and approved project accomplishments, subject to
submission of complete biling documents, accomplishment reports,
supporting documentation, inspection, verification, and acceptance by
the authorized representatives of the Commission.

The payment scheme is through progress billing, subject to applicable
government accounting, auditing, budgeting, and procurement rules
and regulations.

No payment shall be processed without comresponding inspection,
verification, and written acceptance of deliverables, services, or project
outputs by the authorized representatives of the Commission.

The Commission reserves the right to withhold payment for incomplete,
deficient, delayed, or non-compliant deliverables and services until such
deficiencies are cormrected or resolved by the service provider.

Tranches Deliverables Timeline | Progress

Payment

1 | Project Inception and Work Plan 2 months 25%

e Submission and approval of the
detailed implementation approach,
work  plan, support procedures,
communication protocol, timelines,
and service management plan.

e Initial assessment of the existing PVIS
and confirmation of the enhancement
and remediation work plan.




Completion of Initial Maintenance, Technical | 4 months 25%
Support, System Enhancements, and VAPT
Remediation

e Completion and acceptance of the
fist  batch of approved system
enhancements, maintenance
activities, technical support services,
and VAPT remediation activities.

e Submission of the comresponding

accomplishment report, VAPT

remediation report, and supporting

documentation.
Completion of Remaining Enhancements, | 4 months 25%
Testing, and Validation

e Completion and acceptance of the
remaining approved system
enhancements, maintenance
activities, technical support services,
testing, validation, deployment, issue
verification, and User Acceptance
Testing (UAT), as applicable.

¢ Submission of the comresponding testing
and validation documentation.

Final Project Completion and Acceptance 2 months 25%

e Complefion and acceptance of all
remaining contractual obligations,
including maintenance and technical
support services rendered during the
contract period.

e Submission of the Final
Accomplishment Report, updated
technical documentation, source
code and related project artifacts (if
applicable under the contract),
knowledge transfer  outputs  (if
applicable), and other required
deliverables.

TOTAL 12 100%
months




The ten percent (10%) Retention Money shall be proportionately
deducted from each progress payment as a reserve fund for system
bugs/errors that may occur within the warranty period. The System
Developer Company may, however, request the release of the Retention
Money subject to submission of the following:

a. Warranty Security in the form of Cash, Bank Guarantee,
Irevocable Standby Letter of Credit from Commercial Bank, GSIS or
Surety Bond callable upon demand, and

b. Certification from the End User that the project is
complete, inspected and accepted;

Payment will be processed after the submission and acceptance of the
completed deliverables and receipt of the Statement of Account (SOA)
subject to a reduction of applicable government taxes and charges
including the 10% retention fee.

WARRANTY AND SUPPORT

The service provider shall ensure that all implemented fixes, patches,
remediation measures, system enhancements, updates, configurations,
and related oufputs performed under the project are properly functioning
and free from defects, operational issues, implementation-related errors,
and security issues atftributable to the service provider during the contract
period and until correction of identified deficiencies.

Any defects, errors, vulnerabilities, operational issues, non-compliant
outputs, or implementation-related problems arising from the services,
fixes, remediation activities, enhancements, updates, configurations, or
changes implemented by the service provider shall be corrected,
resolved, reconfigured, redeployed, or adjusted by the service provider
without additional cost to the Commission.

The service provider shall provide the necessary technical support,
corrective actions, froubleshooting assistance, coordination, and
implementation support necessary to restore or maintain the proper
functionality,  reliability, —accessibility, security, and operational
performance of the system during the contract period.

The warranty and support obligations of the service provider shall not
relieve the service provider from responsibility for incomplete, deficient,
non-compliant, or improperly implemented outputs identified during
project implementation and validation activities.
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ACCEPTANCE CRITERIA

Delivery and implementation of required support services;
Completion of approved remediation activities;

Deployment of approved enhancements and improvements;
Submission of required reports and documentation: and
Issuance of Certificate of Acceptance by the Commission.

e o R

CONFIDENTIALITY AND PRIVACY OF DATA

The service provider shall maintain strict confidentiality of all information,
records, reports, credentials, files, databases, documents, and data
accessed, processed, or obtained during project implementation.

All information and data obtained in relation to the project shall be used
solely for official project purposes and shall not be disclosed, shared,
reproduced, copied, fransferred, or made accessible to unauthorized
parties without prior written authorization from the Commission.

Processing, access, handling, retrieval, modification, or use of Commission
data shall only be performed upon authorization or instruction by the
Commission.

The service provider shall implement appropriate safeguards, security
controls, and incident response measures to protect Commission
information and prevent unauthorized access, disclosure, alteration, loss,
misuse, or security-related incidents during the contract period.

The Commission may require the execution of confidentiality,
non-disclosure, data sharing, or related agreements by authorized
personnel involved in the project, whenever necessary.

Upon completion, expiration, or termination of the project, the service
provider shall return, remove, delete, or properly dispose of all Commission
data, records, credentials, files, and related information in its possession,
unless otherwise authorized by the Commission.

The service provider shall comply with applicable govemment policies,
confidentiality requirements, and the provisions of Republic Act No. 10173
or the Data Privacy Act of 2012, including applicable data privacy and
information security regulations during project implementation.




Xll. COMPANY QUALIFICATIONS/REQUIREMENTS

e by e

PhilGEPS Registered

With valid Business/Mayor's Permit

SEC Certificate of Registration

Must have a National Privacy Commission (NPC) registration and a
Data Privacy Officer with proof of certification.

List & Proof of at least 3 completed similar contracts with the
government and/or private entities within the last 3 years




